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CASTLE PHP HE=2 St &

=G MM Windows, Linux, Unix A<
2 A B Apache 2 HA
PHPH & 4.1.x ~ 5.x.X

AXE ol =& HES CASTLE IHI|I XIS CASTLE BHE Z4A! AIOIE
CASTLE 12| Xl= CASTLE ASP(castleasp), JSP(castlej

N 2zt g=C0h

sp), PHP(castlephp), DOTNET, Spring H&ES 25 E&otD UCH HEo6!
DX SHE @ AOIES T2IOHY oofo TieF Y HES ¥ AHE 92
= OHOF &tCH.
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- J|I& URL :

- CASTLE Axlal&E=Z
- CASTLE &XI&MABZ
=> F9|. J|2(castlephp) CIAEE|S AIZAl oA

CASTLE AKX &AM ( PHP ) www.krcert.or.kr
3. &xX ¥

CASTLE &Xx| MHEES = 4CH =z 1. X =9, 2. #Hst &8, 3. XAl
(charset) &3, 4. 2lX HE £HOZ 0|20 &AL,

(] &XI HOIX F=2

- http://AHZF2A/CASTLEA X Cl 2! & 2] /install.php

=> F9|. CASTLE &x U¥E2HS oz HBMNFAID| BHELICH

JlE(castlephp) CIEEZIH AIEAl Y R US.

CASTLE &Xl =D| l_HIOIXIi F 2t Z0| install.php L OICH. 2ol AX|
FH HE=S Soll &= oHMst FIXKIE & BeRMHE Sol HZ2E = UL,

(] HAE &X &4

http://test.com
. /castlephp

http://test.com/castlephp/install.php
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http://test.com/castlephp/install.php
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0 Tiest.phpy IO = =0 Ot 22 BEE F=ItoH0F SHLL.

<?php
define("_CASTLE_PHP_VERSION_BASE_DIR_", "CASTLE =272 ?|X| Bl 2=2");
include_once(__CASTLE_PHP_VERSION_BASE_DIR__ . "/castle_referee.php");

7>
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<?php
define("_CASTLE_PHP_VERSION_BASE_DIR__", "/var/www/html/castlephp");

include_once(__CASTLE_PHP_VERSION_BASE DIR__ . "/castle_referee.php");
7>

AR M2 MZEE 4.18 HAE0 CASTLEE EZ&HCHAH Ofeiet 20|
OIZH Flib.phpy @ T_head.phpy IO FItotdH, 2= MHZE
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<?php
define("_CASTLE_PHP_VERSION_BASE_DIR__" , "/var/www/html/castlephp"):
include_once(__CASTLE_PHP_VERSION_BASE_DIR__ . "/castle_referee.php");
7>

<?

/**********************-k-k-k***-k-k-k-k-k*-k-k*-k-k-k-k-k************************

* Zeroboard library

=ctk
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HNZEE2 32 X2
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LA A Use 0= HSotlA ot 2
=&olfOF stCt. f2
o= PHP 28X Ot ZMSHA HE= BBStAH oiOF StCt.
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S mz2Jzol 24249

8 2AHA Tib.phpy @ T head.phpy I
g [—
g HOoIXILE =22

my
mar 40 Hu

=

0 0d FO N° =2

o4 M

#php lib.php

% =, CASTLEE HE5t1X o= BAIEN MZEE2 T lib.php 4 2

= =
I _head.php ;3 &2 2 ZZX Y0l UCHH 1O mLoer ME51H 2
E Ngs8 2428 £ UL
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M 3 & ZclA HOIX €%

3& 2tel Xt HOIXl €H0A = CASTLE 2e2lAt HIOIXS stH2dS X2
2

MATECh 22X HONE ¥ SUeHE S OSD 20l Y50
yag + AL

(] 22l XF HIOIK =4
- http://MH =2 /CASTLEA X|C| 2! & 2|/castle_admin.php

=> F9|. J|2 Z2IX HI0|XIH(castle_admin.php) AFZAl G2 LI YSS=,
21o|o| HIOIXNIHO2 BHASIAID| HIZLICE

Ol
ol
12
|0
Hu
=
O
ol
!

Z10l= otk &1 2telAr HOIX0 H&Eots 22, ¢

[0 HAE 22| X HOIX &&

- Jl2 URL : http://test.com

- CASTLE &XI&MH&AEZ : /castlephp

— CASTLE Z2|X+ HOIX dHEZ2 -
http://test.com/castlephp/castle_admin.php

)
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W 22k oS

Ztel A HIOIXIo elESotol 2
HHOF etCh. CISolA 22 32, Htz Us
Olsetlh.

o CASTLE - PHP H™ - Windows Interroe Explorer

|
@ = B hitp e comScastlephp/castla adminloginphp LIS I B

LHFy . BEKE) 2200 SAH#A =1 ZaEH) & Snaglt =
G G | g8 CASTLE - PHP HiD -

B~ B - HOAE - S EF . T

MCastle

SR HERD

B 0T B
! are |
# CASTLEDH SRE £ AHLE castie@®locertor r2 SHEME
HEN SO TEE TEHT] ITHMEMY Tel [8-405-BEI7
Copyrightte} 2008 Fores Information Secwnty Agency, All fghd resarved,
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Windows Internet Explorer E
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o i IEELCASTLE - KESA Web Attack Detender / 52 THT: N0
ORHERY 22 CASTLES SR 80 22n= A0 w2l

CASTLE - PP W2 BaS RINESLL

HNW CROTLES DR BAE & = 2 BU MOLRSLIC.

BTk ROITE A=, 3% 303 BRE CASTLEN Bak oE 08 W = Sl
CHES (S 2T @20ik B0 Rt 3 = ST RNDE 99 5 2w S 2EL0

L HEIME
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B 2c| A HOIX E2 Mgt
B €30 24 F, 2F0A H= 22X HOIXI E2 XEtotd] fIoi A
(Apache) €& HI OIS elsA/|SYA B2 AHHU EHOIES Y0t

O etc/httpd/conf &&= HAAIH =L

(1 httpd.conf I vi HE

#cd etc/httpd/conf
#vi httpd.conf

DocumentRooT "/var/www/htmL"”

Each directory to which Apache has access can be configured with respect
to which services and features are allowed and/or disabled in that
directory (and its subdirectories).

First, we configure the "default" to be a very restrictive set of
features.

HoH o M H W H

<Directory "var/www/html/test/php/castle admin login.php">
Mptions FollowSymLinks
AllowOverride MNone
Order deny,allow

Deny from all
Allow from localhost
</Directory=

#

# Note that from this point forward you must specifically allow

# particular features to be epabled - so if something's not working as
# you might expect, make sure that you have specifically enabled it

# below.

[1 Directory Ef0l &8 =&,

<Directory “IH=Z& &/castle_admin_login.php™>
options FollowSymLlinks
AllowQOverride None
order deny,allow
Deny from all
Allow From localhost
</Directory>

KISA\A UrEOIE1 il Ig% Q IF( |§§AH o= ME
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022 8% Al s 85 &H.

* | @ localhost/test/phpicastle_admin_login.php v @| |-'lv 3

@ Mozilla Firefox is free and open source software from the non-profit Mozilla Foundation. K

delxt el S8t

B2z of || |
olef

s | | |

Z£1%(Login) | % =(Cancel)

# CASTLEZ| g5l 22| Atet2 castle@kreert.onkrs si4A 2.
MEA 23 7j2ts T8WA| ITH el Tel. 02-405-5617
Copyrightic) 2009 Korea Information Security Agency. All right reserved.

[ AR0A Hs E5 8.

KD ) = | @ http://192. 188,233,128 /test/php//castle -admin login. php

2 403 Forbidden = [
P BIE 270 SARIE EHT) E2H

Forbidden

You don't have permission to access /test/php/castle admin login php on this server.

Apache/2.2.15 (CentQS) Server at 192.165.233.128 Port 50

 KrCERT/CC
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Hd¥ots "HELEE Niws &9
Letatel OlrzZ &Eol 2 =2XNE2 A-ot=S= ot

W Of0IC] €8 =

OlOICI= =& 4K =M 16K 22X = =XA2 2A6l0F SHL.
% CIZEO00ICI(administrator, adminsS) AI22X

got0d 2« alioF StCh.

02
fol
rr
ph
b
oo
=
Hr
=
08
=
Jm
4>
Rl
Pul
ne
njo
P

o« O ECIAAE BE= 200 O S8612=2 BoH F2oH FHAL.
el HE2 OIC 2 B 25 HE JIs6i0 2z #27) s AEEH BELICH

oHolCl |codeone

Haes | 2T = [
DiAAE |

o ORDICIODY - CIZE OH0IC (admin, rootS) 2| &2 45 S| 1682 &2 5EH0F ZLICH
o HZ(Password) - == B8R ZI0H 320L 22 B2 d2ld E«ZTE S0 SESHA0F ELICH

v Confirm X Cancel

MZ2 22Xt OH0ICISH 25, 25 =02 5D OlF A5 HEG|
Q=G K A BEX FFEASUCL HAKS H =232
A2,

)
ksas IROIEINIS Y

Q KrCERT/CC
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2 €30lMe 018, AIHIE el LA ol & StHLt.
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MEE BEES =FAGn EAWHE T30 SEEH) & Bt &

& & | CAETLE - PP HE

= o BENE « D EJ «
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AORNOE EWE BEN

WOINE

& WRLCASTLE NE8 B @240 MEL.
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r
C BNl OB 2 0 BEAN ASE 4 o

_& % CASTLE RIE %
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CASTLE MEX B A ( PHP )
B =4, X0 200 RS RO 2
B passworde A 10lA =0 6428 JIEEHES FHM0| &N
U 77Xt ol&ayeEstH Gt 201 XHeHEIC.
Windows Internet Explorer
!"_-. # CASTLE R =
CASTLEM 2[eH 22201 ML
— FEF HOA —
hittp /e st com,test php
—= Rk MR ——
M @020} 2 Eagr @S password
BEAE AR DI H2 HH ) EHEI% Z2AHHN oS EM S,
A S0= EE BEE =10H JISRLICK
i
B SEHX &2 tlAE 82
GET HAEDt JEEX LAUAS U GETLZ2 22 XtEHEICH
Windows Internet Explorer
!"_q. # CASTLE R =
CASTLEM 2IeHl 2201 MEHEISSLILCE
—= ECk HOA —
hitp:/test com,test php
— HCHME —
FEE HAE B2 AR usemame
BEo AR BI H2 HH ) '*“H'Elg EZ| A =2AGIEMZ.
FE St RE BEE 2 70M NERILICH
Fif]
p =
asAC OTROERIZE] - D KreERT/GS



CASTLE AtEX 4 MN ( PHP )
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M 8 & =11 &l

8& Z ] &cl= CASTLEON QoA EXE Z2UE HESE 221 mEol o
st &F0ICH 21 L0IEW JIEWE Ol JIses s 4360
o BE:EOE SAZ DR SEEE D0AD =E e d HEU
& J|B(logging) - HIATLHEI AEE HANE)
s DH&(none) - BREEHED JIRE ST 28
21 Nwies G Oayg
* THF(zimple) - HIIZANE S MBS 2SS S207E
(REMOTE_ADDR - [Date] REDUEST _UAL: Message]
= A idetsil) - MERMRED JIHE& S E SR
(AEMOTE .ADDR - [Date] AEQLEST UAL: Massage: b
E1=R® CUTF-HAE) EeuckR
= UTF-8 - 21 7| %% UTF-02 &= 2718
& guckfi- 21 7|88 cuckRE 8= 32,
] 2AEI Hesl_caste_log,bd LOEEE 3T Byles 209-06-30 27 1041125 v ATf
1 M7 J|MEIELIC)
H =21 0g0ls
2] WoIE=2 XAl 22Xt HESF stll.
O =z1 W 0|8 #&
- Year.Month.Day-2 11} 2 0| S(ex. 20071016-castle_log.txt)
wsal OIROIEIIRIZS] S KrCERT/CC
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Bz JSHFE 28

21 208 ©a= Os=

=g 200 LAIS AFECH AR Meb 26 L= AMEHH 22
JIZEg 2 QUCH AAE ClA3D 820 =200 AN JI=ss
HdEE A0S ZHEO

2] NBEH  Ope G uy
O 2re

REMOTE_ADDR - [Date] REQUEST_URL: Key = Value: Message
ex) 125.24.15.196 - [19/Nov/2007:15:44:32 +0900] /test/test.php:

=

memo = I Ea
HY ILSPCHY HeIHY... : 2 WORD EXl
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L1 2t
- 2118 dAloti JISE

REMOTE_ADDR - [Date] REQUEST_URL: Key = Value: Message

—-=> [Method: method]

—-=> [Policy: policy]

—-=> [Pattern: pattern]

——> [Method: method]

——> [Offset: offset] [Matched—Content: content]

ex) 125.24.15.196 - [19/Nov/2007:15:44:32 +0900] /test/test.php:
memo = CIHYIE3!

HEY, elEPCHY, &AHY... : 28 WORD EX

> [Method: POST]

> [Policy: JI2& ]

> [Pattern: &2]

—-> [Offset: 123] [Matched-Content: &3]
> [Offset: 231] [Matched-Content: &3]
—> [Offset: 472] [Matched-Content: &3]
—-> [Offset: 921] [Matched-Content: &3]

[

Bz A &3

JlZg 209 2UMS HEEICH 2t AIAHO BHAN LH SIS 01242
M2 SF5IN 2of UE0 212 =018 1ol 2SIt HE 4 USS=
a5 HFICE B}
IR COUTF-8(712) & euckR
wsAC OIRQEITIS) > KrCERT/CC
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Bz S5+

flix
0

21 22ilM 28 22 =S £Fsetlt. LIZSE 20940IC.

EIRENS: X

Wz sEs

g2gs 28 £€otH It =29 21 M0l Mg 0 =t

1 A0 5caste_dog.pt B LHEEE 192 Bytes o0g-01-15 S R02:21 voNE
Z D01 e-castle_logra BLIZEE 112 Byles 208-01-14 T8 3:02:08 rHE
a A daste dop s AOEEE 12 Bytes P0-N-13 2 LT v UE
4 Z]H]'ITE-L‘HIIHJ:I!.M.-_I- EJEEE BIZ Byles 2g-01-12 28 2545 sl |
 oooesse
sl PIRQEINES S D KrCERT/GS
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N 9 & HZ )|

9% &AM HJl= &M &&= FM HBE EZ2l 22X AA HH=Z

Moz 2ol £~ = J|Is0IC

SOASTIE - ASP M

TWE BRI #A

B s ey asrh e by ra sl admin gl p ARw

Uil

W W CASTLE - AR HA

BARNA EAD EREMH

B TE

WM YN CASTLE NOE B0 3245 59 J30 geui.

CASTLE f AHP W80 EE
d9ENmAa mw

fEo

wraml weraon="1.10% ¥
CCESTLE . POLICY »

L CIONFIG
eahinin
HOOULE_HAMESCAFTLE - ASP P cMODULE 1MAE 5
<20 emdenin [0

DA L A LB F MEC TN T 30 PO TS CS I P DI F DA P00 B LR = 08 S WO
A BETMODIFIED s 0009-M1- 12 S8 12984 ASTRCDFED -
AN
- STES
AOH =THUE o500
IHARSET »
AITF-S-FALSE </UTF -5
S R TRIE &/ sk =
if CHARSET 2=
= SITE>
- MO =
CERFORCING AFALSE < ERFORIING
<PERMISSIVE STRLE </ FEird VE =
SRR S FALEE o ARG
MO
- SAERT
<M FRT F BLSE 4 ALERT =
MESSEGEWF ALSE < HESS)
S TEALTH>TRUE </ STESLTH

’
M2 ) Holg & AT XML FAlo| E2| X2 DHBACH
asaC PREIRTSS! a8 - S KreERT/CC
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ABE) HH

2l

W I

Gl-.r - l!_-‘il:ql.".-'lnl.l:n:rfrq"ruu!:m-'m!h.u:mn_nd.l:'r_m.ﬂ:m L AL -
HDRIE BIHE #7100 FAETE BT SEieh & bragh =
& & | @CASTLE - HD B @ e HNRE - R - T
-

CASTLE Pulicy Saurce Waw

BCADTLE. POUEC | CONFYE TL ADMI) [ TADDULE NAME'] = "TARTLE - P DY

LTS TLE. POUCY] CONFYE JL ADMIN I T10° = “admer

BCASTLE.POUCY] CONFIS T1 40NN} FASSWORD ] « Helch fale 2480 1530 B cabbShtes ™

BCASTLE_POLC Y] CONPNETL ADM N T LASTMODINED | = "1 EnmsEr

SCAG TLE POLACY | Cirnrna B3 TE B 000 | =" TRyE™

FCASTLE POUCY | CORERE | [ W O0E" " ERFIACING T = “TRUE®

BCASTLE POUCY] CORFIE [ MODE 10 PERMESIVE | « FaLBE

.0 ASTLEPOUCY] CORFIE T MODE 10 DESALED ] » FALSE

RSB TLE-POUCY] CONFIG T ALERT T ALEAT | = THUE"

RO P TLE POLRCYE CONFYG 1L ALERT 1] MEESAGE'T = ToaesE"

L2 ASTLE POLRCY] CONFR SLALERT [ STEALTH] = Fal S

BUCABTLE (POARCY [ OGMFIG D0 00a" 30 B ] = "TRUE

BCAGTLE. POUC Y CONFNE T LG I FLENAKE T = anle Jog b

BCAETLE. POLICY] CONAIG I LG I TETAL ] = FALSE

S ASTLE_POUCY] CONFIG T LOG I SMPLE | = TRUE

LCASTLE POUCY| CONFIE 5 LOG JT LIET.COUNT 15 i

RCASTLE PO aCw | CONFa BE Lt DU SRR EET T TR T = "ThilE

ECARTLE POLCw [COhF A BOLCG IS HARGET 1 gk | = FALEE

LOARTLE POUCY CORFNE I TERGETT ['EET] = TUF

LCAETLEPOLCY[ CONFIE'I[ TAREET ] [ FOST] = THUE

B-CASTLEPOUCY[ CONFIS I[ TARSET ][ FAE ] = TRUE

RCAETLE_FOUICY] TONFKG T[ TARGET | | O00KIE' « “THUE”

SCASTLE PO PO I S IRIEC Tio T L B0 T = “THUE"

S CASTLE POLAC L PO v MBSO L IECTION T DL T 100} = “deistmli:epnem: 1 i<rom

BCASTLE POUCHY PO IDROLIIECTIONT L LET I 1T » "drenl [ pacs:]] databape

SCAETLE.POUCY] POLIKCY I SSL IIECTION TULST 10 1T » diol e pace:]] abie”

LCAETLE POUCY| FOLKCY I SOLIMIECTIONT [ LST 13T « “drmpl [wrazed] ] wabimn”

TS TLE POUCY| FOLKCW I SOLIRIECTION T [ LS T 10 0]« "dimal [apazed] ] spaca dus”

FCASTLE PO PO IS BB CTION T L LS T 10 FD = "omated | neaced [+able”

AETLE PO VT PO I SOL IRIECTION TTLET I8 = “updmiel[ispaen: ke o[ [opace] | smet

ROASTLE POLCN] PORLSY IDS0LIRIECTION T LET 0T = Tinmert [ [opmc e T] sbeta s[[inpacskmobsen

RO AETLE_POUCY] FOLKY I S0L JRIECTICN T T LAT I08T « sabactlupach: 1) =[] s ] sietin’

LCAETLE POUCY] FOLICHY I SOLIMIECTION T [ LET 10T = helif | ipace] | it

§CASTLE ROUCY] FOLICY I S0LIRIECTION T TLET T 18T = “usian|| saad ol Tsaalarl”

LSS TLE_POUCY] FOLCY I BALMIECTION 1T US 0 0] = et [Dapacie: Te<dl npnca: 111

EUCASTLE POLACY L PO v LSO MUECTIN L LoST 10 2') = “whlari[:mpace: 1] Sorile”

ECASTLE. POLCVL PO v IS0 MIECTION TL LT I 08T = Seial{inpaca: T =catila

ECASTLE POLUCY] FOLICY I 201 IIEC TION |r|;=.T T = TesadE [ prarn )] =duta”

LCASTLE_POUCY] POLKCY I 25 7] BOGL ] = THIE

!.I'ASI.EJ‘EU:\'I FORICY IS TLE T < daci? il

! 2 1%

sl PIOIELITISS

2l X KrcE
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10% oy Plojs SN AFE IMES 2N HOl PCR G| 9IS
OISOICH & Z™ Druol 018, Ot 2J| Jeld 22 & +3Y”
solg 4+ YO0 FMES U2RCE 22 & A0

W3 FR )

= CASTLE AN T - Windows iniermet Explorer

G. 3w | s cancasikaenanie sl Backi a5
BRI B0 200 EAEAE SR SR
o CASTLE - a5 A

« HI 0T BW BUA SEHS AERN CASTLE SFH SRN SUD,
R —— T mw
9 I IR corda policy sap
0N O A LIty
LEE LR 3 i R RER T

TrraL e Dose-g st i ooy ol TEZE R ES BULCL
dun, AT E-cantiv puboy somil

*Conflem  xCanoel

B 2 U22E

"Confirm" HHES Z2&otH 38 &0 M2 22t 282 = UL
HMS SAIZ WASI0 DUl AFEROI CHHIGHDI HRRHCH.
0 BEE BAL AESAT AL
@ OIE: 200801 12-castie _palicy smi
aa: XMLEM. EIEKB
ME: lestocom
[ &mm [ Ame & ]
@ LFSEAR A BB R LRGBS
wsAC OTROIEITIZS) > KrCERT/CC
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